S/MIME on Good for Enterprise
MS Online Certificate Status Protocol

Installation and Configuration Notes
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This note documents the specific MS OCSP option settings used for Good Mobile Messaging to function correctly.
The instructions are based on Microsoft procedures and are provided to guide you through the installation and
configuration process. For expanded, detailed information on CA deployment, refer to Windows Server 2008 CA

Enhancements (http://go.microsoft.com/fwlink/?Link|ID=83212).

To install MS OCSP, use Windows Server 2008 R2 Enterprise Edition.
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Deploying Online Responders should occur after deploying CAs and before deploying the end-entity certificates.
In Server Manager, click Start, point to Administrative Tools, and then click Server Manager.
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2. If the Online Responder is being installed on a computer without any other AD CS role services, click Add
roles on the main page.

Note: If the Online Responder is installed on a computer where the CA or one of its components is already
installed, select the Active Directory Certificate Services node in the left pane, and then click Add role services
on the main page.

3. Onthe Select Server Roles page of the Add Roles Wizard, select the Active Directory Certificate Services
check box, and then click Next.

Add Roles Wizard ” x|

%ﬂ Select Server Roles

Before You Begin

Select one or more roles to install on this server,
Select Server Roles Roles: Description:

Certificate Services Active Directory Certificate Services Certificate SEWIC.ES = _used to G’_e_ate
[ Active Directory Domain Servi and manage certification authaorities and
Active Directory Domain Services

Raole Services related components,
; |:| Active Directory Federation Services

Specify Setup Type [] Active Directory Lightweight Directary Services

Specify CA Type [ Active Directory Rights Management Services

] application Server

Set Up Private Key |:| DHCP Server

Configure Cryptography ] ohis Server
Configure CA Mame [] Fax Server

. [ File server
Request Certificate

[] metwork Policy and Access Services
Configure Certificate Database [] Print Services
[] Terminal services

Confirm Installation Options
[] uDDI Services

Installation Progress ] web Server (II5)

Installation Results ] windows Deployment Services -
[] windows Media Services j
| o PP 1 =1 - - .

< Previous | Next = I Install | Cancel |

4. Onthe Select Role Services page, select the Online Certificate Status Protocol check box.
Because the Online Responder requires IS, you are prompted to install 1IS role services.
5. Click Add Required Role Services to install the required IIS services, and click Next.

o
P

p Add role services and features required for
¥ ¥=| Online Ceriificate Status Protocol?

You cannot install Online Cerificate Status Protocol unless the following
role services and features are also installed:
= Web Server {1IS)
Web Server
Management Tools
B Windows Activation Service (WAS)
Process Model
Conrfiguration APls
NET Environment

Add Required Fole Services I Cancel |

@ Why are these role services and features required?
4

6. The next two steps allow selecting the role services for the Web server (11S). Click Next twice.
7. Onthe Confirm Installation Options page, click Install.
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Add Roles Wizard ” x|

gﬂ Confirm Installation Options

Before You Begin

The following roles, role services, and features will be installed on this server:
Select Server Roles

Certificate Services * Active Directory Certificate Services

| »

Role Services Online Certificate Status Protocol

Web Server (115}
< Web Server (IIS)

Role Services
— — - The following role services wil be installed:
Confirm Installation Options Weh Server
Installation Progress Common HTTP Features -

Static Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
.MET Extensibility
ISAPI Extensions LI

Installation Results

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel

Note: The IIS installation process might take a long time to complete.

8. When the installation is complete, the status of the installation process is displayed on the Installation Results
page.
9. Click Close.

Preparing the environment

The environment preparation consists of the following steps:
e Configure the CA.

e Enroll for an OCSP Response Signing certificate against a stand-alone CA.

Configuring the CAs

You must configure the CAs to include the Online Responder's URL as part of the authority information access
extension of issued certificates. This URL is used by the OCSP client to validate the certificate status.

To configure the authority information access extension:

1. Open the Certification Authority snap-in, right-click the name of the issuing CA,and then click Properties.
2. Click the Extensions tab.

3. Inthe Select extension list, click Authority Information Access (AlA), and then click Add.
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EntSubCA Properties !

Enrollment Agentz i Auditing I Recovemn Agents I SecLirty
leneral | Palicy Madule I E xit Madule
Extenzions I Storage I Certficate Managers

Select extenzion;

Specify lozations from which users can obtain the certificate for this T,

O Wwfindowshepstem 32 Cet S CertE nrollh< ServerDMSMN amer _<CaMame
[dap: ///CH=<CAT runcated ame> ,CH=Al4 CH=FPublic Key Services CH=5
hittp: ¢« ServerlDMS M ames: ACertEnroll/< ServerDMSHame: _<CaMamer<Ce
file: /< ServerDM S M ames CertE nroll/s ServerDMNSMame:  <CaMame: < Cer

o | 3

Add.. | Bemove |

[T Include in the 414 extension of izzued certificates

¥ Include in the online certificate status protocol [OCSP) extension

k. | Cancel i Spply | Help

In the Add Location dialog box (Figure 12), type the full URL of the Online Responder, which should be in the
following form: http://<DNSServerName>/<vDir>

4

© Good Technology 2011. All rights reserved.



5.
6.
7.

Note: When installing the Online Responder, the default virtual directory used in IIS is OCSP.

x

A location can be any valid URL or path. Enter an HTTF, LDAP, file address,
or enter a UMNC or local path. To insert a vanable into the URL or path, select
the varable below and click Insert.

Location:
II'rl'tp:f;"T est-DClocsp

Varable:

I <CaMame: j Insert |

Description of selected variable:

Used in URLs and paths

Ingerts the DMS name of the server

Example location: http://<ServerDINSName=/Cer Enroll /< ServerDNSName»
Or for OCSP)

hitp://<ServerDMSMName=/ocsp

4| | 1

Click OK.
Select the location from the Location list.
Select the Include in the online certificate status protocol (OCSP) extension check box, and then click OK.

Enrolling for an OCSP Response Signing Certificate

We noticed in our testing that OCSP signing private key permissions must be configured manually on the Online
Responder computer to allow the Online Responder service access to the private key” on Windows server 2008.

To configure the private key permissions for an OCSP signing certificate:

1.
2.

o gk w

On the Online Responder computer, open the Certificates snap-in for the local computer.
In the available certificates list, select the OCSP Response Signing certificate.

Note: The signing certificate should first be manually enrolled.

On the Actions menu, point to All Tasks, click Manage Private Keys, and then click Add.
Type network service, and then click OK.

Verify that only the Read permission is allowed for the NETWORK SERVICE, and then click OK.
Restart the Online Responder service by typing the following commands at a command prompt:

net stop ocspsvc
net start ocspsvc
Note: The steps above apply only if the Online Responder revocation configuration is set for manual enrollment

of the OCSP signing certificate. If the revocation configuration is configured for OCSP automatic enroliment, the
private keys should have the correct permissions by default and the steps above should not be required.

. i - N - ,

This procedure guides you though requesting a new certificate for 1.3.6.1.5.5.7.3.9 (OCSP):
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Start IE on the machine where Active Directory Certificate Services is installed. Go to

http://localhost/certsrv.

Choose “Request a Certificate.”

Choose “Advanced Certificate Request.”

Choose “Create and Submit a Request to the CA.”
Fill in the form.

Advanced Certificate Request

Identifying Information:

Name: OCSP Responder
E-Mail:

Company: Good Technology
Department: Engineering

City: Redwood City
State: CAlifornia
Country/Region: US

Type of Certificate Needed:

Other... -
OID: 1.36.1.557.39

Key Options:

@ Create new key set  © Use existing key set
CSP: -

Key Usage: © Exchange @ Signature © Both

o Min: 384 .
Key Size: 1024 Max 163g4 (GOmmon key sizes: 512 1024 2048 4096 8192 16384 )

Mark keys as exportable

O Enable strong private key protection

@ Automatic key container name  © User specified key container name

On the second half of this screen, enter a descriptive friendly name.

Rdditional Options:

Request Format: & CMC € PKCS10

Hash Algarithrm: ISHA—1 *l

Oy used o sign request,

™ Save request

=

Attributes: -
4 »

Friendly MName: |OCSP-Self-Signing

Submit = I
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7. Click Submit to request a certificate.
8. Follow the screens and click on the link to install the certificate on your machine.
9. Click “Yes” on the alert to install the certificate.

{= Microsoft Certificate Services - Windows Internet Explorer : E|fz|

@.\- 3~ |g, http:ffetal 1.qagood. com/fcertsry fcertinsh.as V| 3| | % | | 2

File Edit View Favorites Tools Help

e dhr I@Miaoso&terﬁﬁam Services l I - B - o= - |kPage - O Tools ~

Microsoft Certificate Semvices - etall

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

Done & Internet H100% -

Potential Scripting Violation

This Web site is adding one or more certificates to this computer, Allowing an untrusted Web site to update your certificates is a security risk, The Web
! site could install certificates you do not trust, which could allow programs that you do not trust to run on this computer and gain access to your data.

Do you want this program to add the certificates now? Click Yes if you trust this Web site. Otherwise, dick Mo.

fiauri I I

The management tools installed by default on all Windows Server 2008 versions include the Online Responder
snap-in, which provides all the required functionality for managing an Online Responder.

Creating a revocation configuration

This section explores the process of creating, modifying, and deleting revocation configurations.
To create a revocation configuration:
On the Action menu or in the Actions pane, click Add Revocation Configuration.
The Add Revocation Configuration wizard appears.
2. Click Next.
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3.

In the Name box of the Name the Revocation Configuration page, enter a friendly name for the revocation
configuration (which will help identify the revocation configuration from the available revocation configurations),
and then click Next.

On the Select CA Certificate Location page, select the location of the CA certificate for which this revocation
configuration provides certificate status responses.

For the Online Responder to check a certificate's status, the revocation configuration must identify the CA that
issued the certificate. The following options are available:

Select CA Certificate Location

Getting started with addi...
Specify the location of the CA certificate that you want to assodate with this

Mame the Revocation Ca... revocation configuration.
Select CA Certificate Loc... ¥ Select a certificate for an Existing enterprise CA
Choose CA Certificate Select this option if your CA certificate is available in Active

Directory or on the CA computer
select Signing Certificate
™ select a certificate from the Local certificate store
Select this option if the CA certificate is available in a certificate
store on the local computer

Revocation Provider

™ Import certificate from a Eile
Select this option if the CA certificate has been saved as a file

< Previous | Mext = I izt Cancel

Import certificate from a file. This option allows selecting a certificate file with a *.cer extension. If this option
is selected in step 4, the wizard will prompt the user to select the CA certificate by browsing the file system for a
certificate file with a *.cer extension.

On the Select Signing Certificate page (Figure 21), the signing certificate must be specified for each
revocation configuration. Select the following option

Manually select a signing certificate. If this option is selected, the Online Responder will not assign a signing
certificate for the revocation configuration. After the wizard has finished and the revocation configuration is
created, it is required to manually select a signing certificate for each of the Online Responder Array members.
Until this operation is accomplished, the revocation configuration will not be operational. Ignore the following
error and click ok

After selecting the signing certificate, click Next. Ignore the following error and click ok
On the Revocation Provider page, click Provider.

Additional information is required to configure the revocation provider. The Revocation Provider Properties
dialog box allows configuring the revocation provider by selecting the CRLs and the delta CRLs for the
revocation configuration.

Each certificate will have the CRL property and user certificate will have the CRL for the intermediate and Root
certificate CRL will be in intermediate certificate.

To close the Revocation Provider Properties dialog box, click OK.

To create the revocation configuration, click Finish.
8
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Modifying the Online Responder Identifier:

After a revocation configuration is created, it can be modified. This is done by selecting the revocation configuration
to be edited from the Revocation Configurations view, and then clicking Edit Properties on the Action menu or in
the Actions pane.

Signing:

Under Online responder identifiers, select “Subject of the signing certificate” instead of “key hash of the signing
certificate.” By default Revocation configuration uses “key hash of the signing certificate” and the IT admin must
change this option to “Subject of the signing certificate.”

This must be set for each revocation configuration manually and there seems to be no global setting to change this
option.

x4
.LocaICHLI Revocation Provider  Signing |

The selected hash algorithm is used by the Online Responders to sign
responsas sent to clisnts.

s gt :

[¥ Do not prompt for credentials for crtographic operations
¥ sutomatically use renewed signing certificates.

[~ Enable NONCE extension support

[~ Use any valid OCSP signing certficate

Online Responder Idertifiers
All responises will include the following Online Responder identifier:

i Key hash of the signing cerificate
™ Subject of the signing cerficate

OK I Cancel | Help

To manually assign a signing certificate

1. Select an Array member node.

2. Select the revocation configuration to assign a signing certificate to.

3. Onthe Action menu or in the Actions pane, click Assign Signing Certificate.

4. Select a signing certificate from the available signing certificates list, and then click OK.
5

. In the Actions pane, click Refresh. All the revocation configurations should have the status displayed as
working.

Set the following registry settings on a GMMS machine and restart the GMMS service.

HKEY_LOCAL_MACHINES\SYSTEM\CurrentControlSet\Services\GoodLinkServer\parameters\smime
“useCertOSCPURL" =0
“Checkisca” =0

Install the OCSP signing certificate and also the Root and intermediate CA certificate on the GMMS machine.

To import the certificates on GMMS machine:
1. Go to start -Run and type in MMC
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2. Add a snap-in -> select certificates-> My computer-> next->next.
3. Expand the certificates and import all the Root/OCSP certificates in to Root certificates and intermediate CA in
to intermediate store.

Configuring GMC settings for OCSP URL
Use the IP address of the system OCSP server

EX: http://10.102.164.167/ocsp

To export the OCSP certificate and install it on the machine where GMMS is installed:
1. Export the public certificate:
a. Goto IE ->Tools -> Options->Content -> Certificates.
b. Select the certificate that you just created and installed.
c. Click on export.

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

(") Yes, export the private key

(%130, do not export the private key:

< Back ” Mext = ][ Cancel
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Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use;

{(*)DER. encoded binary X509 {.CER):

(") Bage-64 encoded X, 509 {.CER)

(") Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7E)

< Back ” Mext = ][ Cancel

Click “Next” and select the location to save the certificate.
Click “Next” and click “Finish” to complete the export.
Export the PFX file from IE:

Certificates

Intended purpose: | <All= L |

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| ¢ *

Issued To Issued By Expiratio... = Friendly Name
Eeenson Tse etall 7/5 2008 SMIMEExchange
ElBenson Tse etall 752005 SMIMESignature
=T sMIMEL etall 10/17/2008  btsmime 1Signing
EleT smiMeL etall 10/17/2008 btsmime1Encryp...
et smimez etall 10/17/2008 btsmime2Encryp...
et sMIMEZ etall 10172008  btsmime 2Signing

OCSP Responder etall 252010 ETA OCSP Pub 2...

Import... H Export... ][ Remaove

Cerfificate intended purposes
1.3.6.1.5.5.7.3.9

Close
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a. Click Next and select “yes, export the Private Key” and click Next.

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

(%) Perzonal Information Exchange - PKCS 212 (PFX)
[]indude &l certificates in the certification path if possible

Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

[]pelete the private key if the export is successful

[ < Back “ Mext = ]l Cancel

b. Seta password and confirm password.
c. Select the location to save the certificate.
d. Click finish to complete the export.
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